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CHAPTER 1: Introduction

Introduction

This document is intended to guide administrators through the steps for Oracle GlassFish Server and Luna HSM
integration, and also covers the necessary information to install, configure and integrate Oracle GlassFish
Server with SafeNet Luna Hardware Security Modules (HSMs).

The Luna HSMs integrates with the Oracle GlassFish Server to provide significant performance improvements
by off-loading cryptographic operations from the Server to the Luna HSMs. In addition, the Luna HSMs provides
extra security by protecting and managing the server’s high value SSL private key within a FIPS 140-2 certified
hardware security module.

Oracle GlassFish Server is the world's first implementation of the Java Platform, Enterprise Edition (Java EE) 6
specification. Built using the GlassFish Server Open Source Edition, Oracle GlassFish Server delivers a
flexible, lightweight, and production-ready Java EE application server. GlassFish Server Open Source Edition
provides a server for developing and deploying Java Platform Enterprise Edition (Java EE) applications and web
Java Web Services.

As an administrator of GlassFish Server, your main responsibilities are to establish a secure GlassFish Server
environment and to oversee the services, resources, and users that participate in that environment. Your key
tasks include configuring resources and services, managing GlassFish Server at runtime, and fixing problems
that are associated with the server. You might also be involved in installing software, integrating add-on
components, and deploying applications.

This guide provides instructions for setting up a small test lab with Oracle GlassFish Server running with Luna
HSM for securing the SSL certificate private keys. It explains how to install and configure the software that is
required for setting up an Oracle GlassFish Server while storing certificate private key on Luna HSM.

3rd Party Application Details

e Oracle GlassFish Server 3.1.1.2
e Oracle GlassFish Server 4.0
You can download the Oracle GlassFish Server from Oracle Support site:

http://www.oracle.com/technetwork/middleware/glassfish/downloads/index.html
http://glassfish.java.net/
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Supported Platforms

The following platforms are supported for Luna HSM:

Operating System SafeNet Luna HSM Oracle Glassfish Server @ Java Version
Version

Red Hat Enterprise Linux | Luna SAv5.2.1 4.0 JDK 1.7.0_25

6.0 (64 bit)

Red Hat Enterprise Linux | Luna G5 3.1.2.2 JDK 1.6.0_30

6.0 (64 bit) JDK 1.7.0_25

HSM and Firmware Support

We did this integration with the following:
e Luna SAv5.2.1 f/w 6.10.1 with Luna Client s/w v5.2.1 (64-bit)
e Luna G5 f/w 6.10.1 with Luna Client s/w v5.2.1 (64 bit)

Luna SA Setup

Please refer to the Luna SA documentation for installation steps and details regarding configuring and setting up
the box on UNIX operating systems. Before you get started ensure the following:

e Luna SA appliance and a secure admin password

e Luna SA, and a hostname, suitable for your network

e Luna SA network parameters are set to work with your network

e Initialized the HSM on the Luna SA appliance.

e Created and exchanged certificates between the Luna SA and your Client system.

e Created a partition on the HSM, remember the partition password that will be later used by Oracle
GlassFish Server. Register the Client with the partition. And run the "vtl verify" command on the client
system to display a partition from Luna SA. The general form of command is
lusr/safenet/lunaclient/bin/vtl verify for UNIX.

e Enabled Partition "Activation" and "Auto Activation" (Partition policy settings 22 and 23 (applies to Luna
SA with Trusted Path Authentication [which is FIPS 140-2 level 3] only).
Luna G5 Setup

Please refer the Luna G5 documentation for installation steps and details regarding configuring and setting up
the box on UNIX Operating system.
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CHAPTER 1: Introduction

Oracle GlassFish Server Setup

You should familiarize yourself with Oracle GlassFish Server. Refer to the Oracle documentation for more
information to install and pre-installation requirements.

http://www.oracle.com/technetwork/middleware/glassfish/documentation/index.html
http://glassfish.java.net/documentation.html

Oracle GlassFish Server Integration Guide
Document PN: 007-012348-001, Rev. A, Copyright © 2013 SafeNet, Inc., All rights reserved.


http://www.oracle.com/technetwork/middleware/glassfish/documentation/index.html
http://glassfish.java.net/documentation.html

CHAPTER 2: Integrating Oracle GlassFish Server with Luna

Integrating Oracle GlassFish Server with Luna

To set up Luna SA for Oracle GlassFish Server, kindly perform the following steps:

Install the JDK (refer the oracle documentation for supported JDK version for GlassFish Server) and export the
JAVA _HOME and PATH variables to use the supported JDK:

# export JAVA_HOME=<Path to the JDK Installation Directory>

For example: export JAVA_HOME=/opt/jdk1.7.0_25

# export PATH=3$JAVA_HOME/bin:$PATH

Configuring an Oracle GlassFish Server for Luna required the following tasks:
Task 1: Configuring the Luna Provider

Task 2: Generate the Certificate

Task 3: Enabling SSL in GlassFish Server

Configuring the Luna Provider

a) Copy the following files from
/usr/safenet/lunaclient/jsp/lib/libLunaAPI.so
/usr/safenet/lunaclient/jsp/lib/LunaProvider.jar
To
$IJAVA_HOME/jrellib/ext/

# cp /usr/lunasal/jsp/lib/libLunaAPl.so $JAVA_HOME/jre/lib/ext/
# cp /usr/lunasaljsp/lib/LunaProvider.jar $JAVA_HOME/jre/lib/ext/

b) Modify the java.security file to include the Luna Provider. Open the java.security file and do the following
changes:

# vi $JAVA_HOME/jre/lib/security/java.security
security.provider.1=com.safenetinc.luna.provider.LunaProvider
security.provider.2=sun.security.provider.Sun

security.provider.3=sun.security.rsa.SunRsaSign
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CHAPTER 2: Integrating Oracle GlassFish Server with Luna

security.provider.4=sun.security.ec.SunEC
security.provider.5=com.sun.net.ssl.internal.ssl.Provider
security.provider.6=com.sun.crypto.provider.SunJCE
security.provider.7=sun.security.jgss.SunProvider
security.provider.8=com.sun.security.sasl.Provider
security.provider.9=org.jcp.xml.dsig.internal.dom.XMLDSigRI
security.provider.10=sun.security.smartcardio.SunPCSC
com.safenetinc.luna.provider.createExtractableKeys=true
# Default keystore type.

#

keystore.type=luna

Generate the Certificate

a)

b)

d)

e)

Modify the /etc/Chrystoki.conf to include the following:

Misc = {

AppldMajor=1

AppldMinor=1

}

Open the session on Luna SA using application ID 1:1 with salogin utility

# lusr/safenet/lunaclient/bin/salogin -0 -i 1:1 -s <slot id> -v -p <password>

@ NOTE: Slot id is the slot number and password is Luna SA partition password.

Change the directory where you want to create your key store, if you want to use the GlassFish
configuration directory then

# cd <Path to the glassfish instance directory>/glassfish/domains/domainl/config
Change the GlassFish admin password.

# <Path to the glassfish instance directory>/bin/asadmin change-master-password
For example: /opt/glassfish3/bin/asadmin change-master-password

It will prompt for current password, enter “changeit” and then type new password for GlassFish Server
Admin.

Generate a new key store using the java keytool utility that uses the luna provider to generate key and
certificate

# keytool -genkeypair -keyalg RSA -alias lunakey -keypass password -keystore keystore.luna -
storepass password -storetype luna -validity 3600
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CHAPTER 2: Integrating Oracle GlassFish Server with Luna

@ NOTE: It will ask you to provide the details to generate the self signed certificate.
Provide the details and your key and certificate will be generated in the Luna SA
and key store in the current directory. Provide the same password for keypass and
storepass that you have set for admin in the previous step.

f) Create a Certificate Signing Request (CSR) using the generated key
# keytool -certreq -alias lunakey -file certreq_file -storetype luna -keystore keystore.luna
g) Copy the contents of the generated CSR and submit it to the CA to sign the certificate request.

h) Obtain the signed certificate and root certificate from the Certificate Authority and import it to the key
store.

i) Import the CA root certificate in the key store
# keytool -importcert -trustcacerts -alias safeca -file SafeCA.cer -keystore keystore.luna
Where SafeCA.cer is root certificate of CA who signed the server certificate.

i) Import the signed certificate in the key store.
# keytool -importcert -trustcacerts -alias lunakey -file MyCert.cer -keystore keystore.luna

Where MyCert.cer is signed certificate request.

@ NOTE: Before importing the certificate in key store you must import the CA Root
certificate and Intermediate certificate also if any.

Enabling SSL in GlassFish Server

a) Start the glassfish admin server.
#<Path to the glassfish Instance directory>/bin/asadmin start-domain
For Example: /opt/glassfish3/bin/fasadmin start-domain

b) Open the Administrator Console in the web browser. Type http://localhost:4848
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c) Click on the Configurations -> server-config -> Network Config -> Network Listeners.

?) Network Config - Mozilla Firefox
File

Edit View History Bookmarks Tools

& Network Config HEI

Help

‘ |,_’,f) 6‘ localhost4848/common/index.jsf

Home About..

User: admin Domain: domainl Server: localhost

GlassFish™ Server Open Source Edition

[ Standalone Instances Network COang
* [@ Nodes

[C] Applications

s Lifecycle Modules

Monitoring Data
v [ Resources

Define or manage network configuration settings for GlassFish Server.

Configuration Name: server-config

9. Network Listeners

* [g 1DBC
» 3 Connectors @ Protocols
3 Resource Adapter Configs ﬁ Transports

> 3:3 JIMS Resources
JavaMail Sessions
¥ [ INDI
v Configurations
* g4 default-config
¥ [4 server-config
& JVM Settings
{i> Logger Setiings
{2 Web Container
(% EJB Container
L4 5;‘ Java Message Service
L Security
;ﬁ Transaction Service
* @ HTTP Semvice
* & Virual Servers

v ﬁ Network Listeners
@ admin-listener

@ nhitp-listener-1
@ http-listener-2
» [@ Protocols =2 W
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CHAPTER 2: Integrating Oracle GlassFish Server with Luna

d) Click on http-listener-2, click on General tab and select Security Enable check box.

it Network Listener - Mozilla Firefox

File

Edit VWiew History Bookmarks

Tools Help

£ Edit Network Listener

[=] .

“

Home

About..

User: admin

,5,3 G‘ localhost 4848/ common/index.jsf

v & (v oo
d ol

Domain: domainl Server: localhost

GlassFish™ Server Open Source Edition

5 Standalone Instances
* [ Modes
[C] Applications
s Lifecycle Modules
Manitoring Data
v [ Resources
r E JDBC
* & Connectors
3 Resource Adapter Configs
> gF JMS Resources
=] JavaMail Sessions
» [ INDI
v (85| Configurations
* (g1 default-config
v [§f] server-config
& VM Settings
{i Logger Settings
@; Web Container
{= EJB Container
L4 g Java Message Service
> Security
¢ Transaction Service
> Q HTTP Service
F @ Virtual Servers
A Q Network Config
v [[5) Network Listeners
§ admin-listener
http-listener-1

» [ Protocols

General‘ SSL ‘ HTTP ‘ File Cache

1

Edit Network Listener

Modify an existing network listener.
Load Defaults

Configuration Name: server-config

[save | [ Ganct

Name: hitp-listener-2

Protocol: http-listener-2

Status: Enabled

Security:

JK Listener: [] Enabled
If selected, listener is an Apache mod-jk listener

pPort: * ‘8181 |
The port on which the network listener is listening

Address: 10.0.0.0 |
The IP address on which the network listener is listening on

Transport:  tcp

Thread Pool: ’W

The thread pool associated with the network listener
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CHAPTER 2: Integrating Oracle GlassFish Server with Luna

e) Click on SSL tab, and select SSL3 and TLS checkbox to enable it.

2) S51. - Mozilla Firefox
File Edit Wiew History Bookmarks Tools Help

&Sl ”E} -

‘ |L{f) & localhost: 4848/ common/index st Bt @ P Gooa & ‘
b e
d Do o
J erver Upe 0 e Editio
< k=
=] Standalone Instances i ‘ General ‘ SSL ‘ HTTP ‘ File Cache ‘
* [ Nodes
SSL

[] Applications
s Lifecycle Modules
Manitoring Data

Modify SSL settings

v [ Resources Configuration Name: server-config
* [g JDBC
* [ Connectors S5L3: Enabled

3 Resource Adapter Configs TLS: Enabled
> gt JMS Resources

[=] JavaMail Sessions
¥ [ dnDI

Client Authentication: [ Enabled
Requires the client to authenticate itself to the server.

Certificate NickName: |5135 | -

Ganaguratans Takes a single value, identifies the server's keypair and certificate.
* [§¢| default-config

v [gf] server-config
& VM Settings

{f> Logger Settings

-

Key Store: [ |

Name of the keystore file (Tor.example. keystore_jks)

Trust Algorithm: [ |
Mame of the trust management algorithm (for example, PKIX) to use for cerification path

@; Web Container validation

(%) EJB Container Max Certificate Length: |5 |
L 53 Java Message Service .Maximum number of \10n-self-i55ued intermediate cerificates that can exist in a cerification
> a Security path (valid only if Trust Algorithm is PKIX)

¢ Transaction Service Trust Store: | |
s Q HTTP Service .I.\Jame of the truststore file (fof example, cacerns jks)

» @ Virual Servers
v Q Network Config

v [ Network Listeners If no cipher suite is added, ALL cipher suites are chosen
Q admin-listener

Cipher Suites

@ http-listener-1 | |Ava||ab|a Common Cipher Suites: | Selected Common Cipher Suites: |

= SSL_RSA_WITH RC4 128 MD5 # Add > ﬁl -
- L ool DCA WITUL DA 1270 CUA Y
| _>H

http:HIocaIhdst:4848.ﬂcommon!index.jsf# -
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CHAPTER 2: Integrating Oracle GlassFish Server with Luna

f)  Enter the Certificate NickName, Key Store and Trust Store that you have created using keytool. Click

the Save button to save the configuration.

21 §S1. - Mozilla Firefox

File Edit View History Bookmarks Tools Help

& 551 ”'q]: |

“

d,_") 6‘ localhost 4848/ common/index jsf

& [ n

d Do o] (8] o]

3 Upe 0 aitio
o [

©| Standalone Instances i ‘ General ‘ S5L ‘ HTTP ‘ File Cache

»
) Nodes @ New values successfully saved.
[] Applications
% Lifecycle Modules SSL @
ancel

Monitoring Data
v [ Resources

L E JDBC

* 5 Connectors

Modify SSL settings

Configuration Name: server-config

3 Resource Adapter Configs

» g JMS Resources SsL3: Enabled
=] JavaMail Sessions TLS: Enabled
¥ [ JNDI Client Authentication: [] Enabled

¥ (B¢ Configurations
* |§5| default-config
v [gf server-config
& VM Settings
{i> Logger Settings
{21 Web Container
@] EJB Container
> g Java Message Service
L Security
3¢ Transaction Service
> @ HTTP Service
> ﬁ Virtual Servers
v @ Network Config

Certificate NickName: |junakey |

Key Store: | keystore.luna |

Trust Algorithm: | |

validation

Max Certificate Length: 5 |

Trust Store: | keystore luna |

Requires the client to authenticate itself o the server.
Takes a single value, identifies the server's keypair and cerificate
Mame of the keystore file (for example, keystore jks)

MName of the trust management algorithm (for example, PKIX) to use for ceification path

Maximum number of non-self-issued intermediate cerificates that can exist in a certification
path (valid only if Trust Algorithm is PKIX)

Name of the truststore file (for example, cacers jks)

v [0 Network Listeners Cipher Suites

§ admin-listener
& http-listener-1

If no cipher suite is added, ALL cipher suites are chosen

| Awailahla Cammaon Cinher Suitas:

http://localhost:4848/common/index jsf# »

| Ralartad Cammnn Cinher Snitas:

g) Close the browser and change the preference of security provider in the file

$JAVA HOME/jrellib/security/java.security

# vi $JAVA_HOME/jre/lib/security/java.security
security.provider.1=sun.security.provider.Sun
security.provider.2=sun.security.rsa.SunRsaSign
security.provider.3=sun.security.ec.SUnEC
security.provider.4=com.sun.net.ssl.internal.ssl.Provider

security.provider.5=com.sun.crypto.provider.SunJCE
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CHAPTER 2: Integrating Oracle GlassFish Server with Luna

security.provider.6=com.safenetinc.luna.provider.LunaProvider
security.provider.7=sun.security.jgss.SunProvider
security.provider.8=com.sun.security.sasl.Provider
security.provider.9=org.jcp.xml.dsig.internal.dom.XMLDSigRI
security.provider.10=sun.security.smartcardio.SunPCSC

com.safenetinc.luna.provider.createExtractableKeys=true

@ NOTE: Make sure that Luna Provider is below the com.sun.crypto.provider.SunJCE
provider.

h) Save the changes and restart the glassfish admin server
#<Path to the glassfish Instance directory>/binfasadmin restart-domain
For Example: /opt/glassfish3/bin/asadmin restart-domain

i) Open the Firefox or any web browser.

i) Inthe address bar, type https://<fully qualified domain name or IP>:8181
For example: https://localhost:8181

k) On the certificate navigation, click on add exception.

[) Click on Get Certificate and View to check the certificate details. Verify that the certificate is same that
you have created using keytool and whose private key is saved on Luna.
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CHAPTER 2: Integrating Oracle GlassFish Server with Luna

m) Click on confirm security exception and the oracle glassfish web server page will display.

°) GlassFish Server 3.1.2 - Server Running - Mozilla Firefox

File Edit Wiew History Bookmarks Tools Help

{7} GlassFfish Server 3.1.2 - Server Running H dh ‘

“ |

calhost | https://localhost:G151 hd @

oracle.com

Your server is now running

To replace this page, overwrite the file index .html in the document root folder of this server. The document roct folder for this server is the docroot subdirectory of this
senver's domain directory.

To manage a server on the local host with the default administration port, co to the Administration Console,
Get Oracle GlassFish Server with Premier Support

For production deployments, consider Oracle GlassFish Server with Cracle Premier Support for Software. Premier Support helps lower the total cost and risk of owning your

Oracle solutions, improve the return from your I T investment, and optimize the business value of your IT solutions. Benefits of Premier Support include product updates and
enhancements, global reach, lifetime support, ecosystem support, and proactive, automated support.

Install and update additional software components

Use the Update Tool to install and update additional technologies and frameworks such as:
® OSGiHTTP Service
® Generic Resource Adapter for JMS
® OSGi Administration Console

If you are using the web prefile, you can also use Update Tool to obtain technologies that are included by default in the full platform, such as:
® Enterprise Java Beans
* Metro

® Jersey

To improve the user experience and optimize offerings to users, Oracle collects data about GlassFish Server usage that is transmitted by the Update Tool installer as part of
the automatic update processes. No personally identifiable information is collected by this process.

Join the GlassFish community

Visit the GlassFish Community page for information about how to join the GlassFish community. The GlassFish community is developing an open source, production-guality,
enterprise-class application server that implements the newest features of the Java™ Platform, Enterprise Edition (Java EE) platform and related enterprise technologies.

Learn more about GlassFish Server

For more information about GlassFish Server, samples, documentation, and additional resources, see as-install/ docs/about .html, where as-install is the GlassFish

We have successfully created the SSL connection using the certificate whose private key is stored on the Luna.
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