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SAFENET SENTINEL LDK PRODUCT END USER
LICENSE AGREEMENT

IMPORTANT INFORMATION - PLEASE READ THIS AGREEMENT CAREFULLY BEFORE
USING THE CONTENTS OF THE PACKAGE AND/OR BEFORE DOWNLOADING OR
INSTALLING THE SOFTWARE PRODUCT. ALL ORDERS FOR AND USE OF THE

SENTINEL® LDK PRODUCTS (including without limitation, the Developer's Kit, libraries, utilities,
diskettes, CD_ROM, DVD, Sentinel keys, the software component of SafeNet Sentinel LDK and
the Sentinel LDK Software Protection and Licensing Guide) (hereinafter “Product”) SUPPLIED
BY SAFENET, INC., (or any of its affiliates - either of them referred to as “SAFENET”) ARE AND
SHALL BE, SUBJECT TO THE TERMS AND CONDITIONS SET FORTH IN THIS
AGREEMENT.

BY OPENING THE PACKAGE CONTAINING THE PRODUCTS AND/OR BY DOWNLOADING
THE SOFTWARE (as defined hereunder) AND/OR BY INSTALLING THE SOFTWARE ON
YOUR COMPUTER AND/OR BY USING THE PRODUCT, YOU ARE ACCEPTING THIS
AGREEMENT AND AGREEING TO BE BOUND BY ITS TERMS AND CONDITIONS.

IF YOU DO NOT AGREE TO THIS AGREEMENT OR ARE NOT WILLING TO BE BOUND
BY IT, DO NOT OPEN THE PACKAGE AND/OR DOWNLOAD AND/OR INSTALL THE
SOFTWARE AND PROMPTLY (at least within 7 days from the date you received this
package) RETURN THE PRODUCTS TO SAFENET, ERASE THE SOFTWARE, AND ANY
PART THEREOF, FROM YOUR COMPUTER AND DO NOT USE IT IN ANY MANNER
WHATSOEVER.

This Agreement has 3 sections:

Section | applies if you are downloading or using the Product free of charge for evaluation
purposes only.

Section Il applies if you have purchased or have been otherwise granted by SafeNet a license to
use the Product.

Section lll applies to all grants of license.
1.1 SECTION I - TERMS APPLICABLE TO GRANT OF EVALUATION LICENSE

1.1 License Grant. SafeNet hereby grants to you, and you accept, a nonexclusive license
to use the Product in machine-readable, object code form only, free of charge, for the
purpose of evaluating whether to purchase an ongoing license to the Product and only
as authorized in this License Agreement. The evaluation period is limited to the
maximum amount of days specified in your applicable evaluation package. You may
use the Product, during the evaluation period, in the manner described in Section Il
below under “Extent of Grant.”.




1.2

DISCLAIMER OF WARRANTY. The Product is provided on an “AS IS” basis, without
warranty of any kind. IMPLIED WARRANTIES OF FITNESS FOR A PARTICULAR
PURPOSE, SATISFACTION AND MERCHANTABILITY SHALL NOT APPLY. SOME
JURISDICTIONS DO NOT ALLOW EXCLUSIONS OF AN IMPLIED WARRANTY, SO
THIS DISCLAIMER MAY NOT APPLY TO YOU AND YOU MAY HAVE OTHER
LEGAL RIGHTS THAT VARY BY JURISDICTION. The entire risk as to the quality and
performance of the Product is borne by you. This disclaimer of warranty constitutes an
essential part of the agreement.

If you initially acquired a copy of the Product without purchasing a license and you
wish to purchase a license, contact SafeNet or any SafeNet representative.

1.3 SECTION I - APPLICABLE TERMS WHEN GRANTED A LICENSE

1.1

1.2

License Grant. Subject to your payment of the license fees applicable to the type and
amount of licenses purchased by you and set forth in your applicable purchase order,
SafeNet hereby grants to you, and you accept, a personal, nonexclusive and fully
revocable limited License to use the Software (as such term is defined in Section Il
hereunder, in the Intellectual Property subsection), in executable form only, as
described in the Software accompanying user documentation and only according to
the terms of this Agreement: (i) you may install the Software and use it on computers
located in your place of business, as described in SafeNet's related documentation; (ii)
you may merge and link the Software into your computer programs for the sole
purpose described in the Sentinel LDK Software Protection and Licensing Guide;
however, any portion of the Software merged into another computer program shall be
deemed as derivative work and will continue to be subject to the terms of this
Agreement; and (iii) you are permitted to make a reasonable number of copies of the
Software solely for backup purposes. The Software shall not be used for any other
purposes.

Sub-Licensing. After merging the Software in your computer program(s) according to
the License Grant section above, you may sub-license, pursuant to the terms of this
Agreement, the merged Software and resell the hardware components of the Product,
which you purchased from SafeNet, if applicable, to distributors and/or users.
Preceding such a sale and sub-licensing, you shall make sure that your contracts with
any of your distributors and/or end users (and their contracts with their customers) shall
contain warranties, disclaimers, limitation of liability, and license terms which are no
less protective of SafeNet's rights than such equivalent provisions contained herein. In
addition, you shall make it abundantly clear to your distributors and/or end users, that
SafeNet is not and shall not, under any circumstances, be responsible or liable in any
way for the software and software licenses contained in your computer programs which
you merge with the SafeNet Software and distribute to your distributors and/or end
users, including, without limitation, with respect to extending license terms and
providing maintenance for any software elements and/or computer programs which are
not the SafeNet Software. SafeNet expressly disclaims any responsibility and liability
with respect to any computer programs, software elements, and/or hardware elements
which are not and do not form part of the SafeNet product.
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1.3
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1.5

Limited Warranty. SafeNet warrants, for your benefit alone, that (i) the Software, when
and as delivered to you, and for a period of three (3) months after the date of delivery to
you, will perform in substantial compliance with the Sentinel LDK Software Protection
and Licensing Guide, provided that it is used on the computer hardware and with the
operating system for which it was designed; and (ii) that the Sentinel key, for a period of
twelve (12) months after the date of delivery to you, will be substantially free from
significant defects in materials and workmanship. You may enable or disable certain
features when applying the Sentinel LDK protection software by changing settings in
the Sentinel LDK tools in accordance with the Sentinel LDK Software Protection and
Licensing Guide; HOWEVER, IT IS IMPORTANT TO NOTE THAT WHEN ENABLING
OR DISABLING SOME FEATURES YOU MIGHT REDUCE THE LEVEL OF
PROTECTION PROVIDED BY THE SOFTWARE.

Warranty Disclaimer. SAFENET DOES NOT WARRANT THAT ANY OF ITS
PRODUCT(S) WILL MEET YOUR REQUIRMENTS OR THAT THEIR OPERATION
WILL BE UNINTERRUPTED OR ERROR-FREE. TO THE EXTENT ALLOWED BY
LAW, SAFENET EXPRESSLY DISCLAIMS ALL EXPRESS WARRANTIES NOT
STATED HERE AND ALL IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE. NO SAFENET'S DEALER, DISTRIBUTOR, RESELLER,
AGENT OR EMPLOYEE IS AUTHORIZED TO MAKE ANY MODIFICATIONS,
EXTENSIONS, OR ADDITIONS TO THIS WARRANTY. If any modifications are made
to the Software or to any other part of the Product by you; if the media and the Sentinel
key is subjected to accident, abuse, or improper use; or if you violate any of the terms
of this Agreement, then the warranty in Section 2.3 above, shall immediately be
terminated. The warranty shall not apply if the Software is used on or in conjunction
with hardware or program other than the unmodified version of hardware and program
with which the Software was designed to be used as described in the Sentinel LDK
Software Protection and Licensing Guide.

Limitation of Remedies. In the event of a breach of the warranty set forth above,
SafeNet's sole obligation, and your sole remedy shall be, at SafeNet's sole discretion:
(i) to replace or repair the Product, or component thereof, that does not meet the
foregoing limited warranty, free of charge; or (ii) to refund the price paid by you for the
Product, or component thereof. Any replacement or repaired component will be
warranted for the remainder of the original warranty period or 30 days, whichever is
longer. Warranty claims must be made in writing during the warranty period and within
seven (7) days of the observation of the defect accompanied by evidence satisfactory
to SafeNet. All Products should be returned to the distributor from which they were
purchased (if not purchased directly from SafeNet) and shall be shipped by the
returning party with freight and insurance paid. The Product or component thereof must
be returned with a copy of your receipt.

1.6 SECTION Il - TERMS APPLICABLE TO ALL GRANTS OF LICENSE

1.7

Extent of Grant and Prohibited Uses. Except as specifically permitted in Sections 2.1
and 2.2 above, you agree not to (i) use the Product in any manner beyond the scope of
license purchased by you in accordance with your applicable purchase order; (i) use,
modify, merge or sub-license the Software or any other of SafeNet's products except as
expressly authorized in this Agreement and in the Sentinel LDK Software Protection and
Licensing Guide; and (jii) sell, license (or sub-license), lease, assign, transfer, pledge, or
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1.10

1.1

share your rights under this License with/to anyone else; and (iv) modify, disassemble,
decompile, reverse engineer, revise or enhance the Software or attempt to discover the
Software's source code; and (v) place the Software onto a server so that it is accessible
via a public network; and (vi) use any back-up or archival copies of the Software (or allow
someone else to use such copies) for any purpose other than to replace an original copy
if it is destroyed or becomes defective. If you are a member of the European Union, this
agreement does not affect your rights under any legislation implementing the EC Council
Directive on the Legal Protection of Computer Programs. If you seek any information
within the meaning of that Directive you should initially approach SafeNet.

Intellectual Property. THIS IS A LICENSE AGREEMENT AND NOT AN AGREEMENT
FOR SALE. The software component of the SafeNet Sentinel LDK Product, including any
revisions, corrections, modifications, enhancements, updates and/or upgrades thereto,
(hereinafter in whole or any part thereof defined as: “Software”), and the related
documentation, ARE NOT FOR SALE and are and shall remain in SafeNet's sole
property. All intellectual property rights (including, without limitation, copyrights, patents,
trade secrets, trademarks, etc.) evidenced by or embodied in and/or
attached/connected/related to the Product, (including, without limitation, the Software
code and the work product performed in accordance with Section Il above) are and shall
be owned solely by SafeNet. This License Agreement does not convey to you an interest
in or to the Software but only a limited right of use revocable in accordance with the terms
of this License Agreement. Nothing in this Agreement constitutes a waiver of SafeNet's
intellectual property rights under any law.

Audit. SafeNet shall have the right, at its own expense, upon reasonable prior notice, to
periodically inspect and audit your records to ensure your compliance with the terms and
conditions of this license agreement.

Termination. Without prejudice to any other rights, SafeNet may terminate this license
upon the breach by you of any term hereof. Upon such termination by SafeNet, you agree
to destroy, or return to SafeNet, the Product and the Documentation and all copies and
portions thereof.

Limitation of Liability. SafeNet's cumulative liability to you or any other party for any loss
or damages resulting from any claims, demands, or actions arising out of or relating to
this Agreement and/or the sue of the Product shall not exceed the license fee paid to
SafeNet for the use of the Product/s that gave rise to the action or claim, and if no such
Product/s is/are so applicable then SafeNet's liability shall not exceed the amount of
license fees paid by You to SafeNet hereunder during the twelve (12) months period
preceding the event. UNDER NO CIRCUMSTANCES AND UNDER NO LEGAL
THEORY, TORT, CONTRACT, OR OTHERWISE, SHALL SAFENET OR ITS
SUPPLIERS OR RESELLERS OR AGENTS BE LIABLE TO YOU OR ANY OTHER
PERSON FOR ANY INDIRECT, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL
DAMAGES OF ANY TYPE INCLUDING, WITHOUT LIMITATION, DAMAGES FOR
LOSS OF GOODWILL, BUSINESS INTERRUPTION, COMPUTER FAILURE OR
MALFUNCTION, LOSS OF BUSINESS PROFITS, LOSS OF BUSINESS
INFORMATION, DAMAGES FOR PERSONAL INJURY OR ANY AND ALL OTHER
COMMERCIAL DAMAGES OR LOSSES, EVEN IF SAFENET SHALL HAVE BEEN
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ANY OTHER PARTY. SOME JURISDICTIONS DO NOT ALLOW THE EXCLUSION OR

LIMITATION OF INCIDENTAL OR CONSEQUENTIAL DAMAGES, SO THIS
LIMITATION AND EXCLUSION MAY NOT APPLY TO YOU.

1.12 No other Warranties. Except and to the extent specifically provided herein, SafeNet

makes no warranty or representation, either express or implied, with respect to its

Products as, including their quality, performance, merchantability or fitness for a particular

purpose.

1.13 Export Controls. YOU ACKNOWLEDGE THAT THE SOFTWARE IS SUBJECT TO

REGULATION BY UNITED STATES, EUROPEAN UNION, AND/OR OTHER

GOVERNMENT AGENCIES, WHICH PROHIBIT EXPORT OR DIVERSION OF THE

SOFTWARE TO CERTAIN COUNTRIES AND CERTAIN PERSONS. YOU AGREE TO
COMPLY WITH ALL EXPORT LAWS, REGULATIONS AND RESTRICTIONS OF THE

UNITED STATES DEPARTMENT OF STATE, DEPARTMENT OF COMMERCE OR
OTHER LEGAL AUTHORITY WITHIN THE UNITED STATES OR ANY FOREIGN
ENTITY WHICH REGULATES THEIR SHIPMENT. YOU WILL NOT EXPORT IN ANY

MANNER, EITHER DIRECTLY OR INDIRECTLY, ANY SOFTWARE OR ANY

PRODUCT THAT INCORPORATES ANY SOFTWARE WITHOUT FIRST OBTAINING
ALL NECESSARY APPROVAL FROM APPROPRIATE GOVERNMENT AGENCIES.

YOU AGREE TO INDEMNIFY SAFENET AGAINST ALL CLAIMS, LOSSES,

DAMAGES, LIABILITIES, COSTS AND EXPENSES, INCLUDING REASONABLE

ATTORNEYS'FEES, TO THE EXTENT SUCH CLAIMS ARISE OUT OF ANY BREACH

OF THIS SECTION 3.7.

1.14 Governing Law & Jurisdiction. This License Agreement shall be construed, interpreted
and governed by the laws of the State of Delaware without regard to conflicts of laws and

provisions thereof. The exclusive forum for any disputes arising out of or relating to this

License Agreement shall be an appropriate federal or state court sitting in Harford County,

State of Maryland, USA. The application of the United Nations Convention of Contracts
for the International Sale of Goods is expressly excluded. The failure of either party to

enforce any rights granted hereunder or to take action against the other party in the event

of any breach hereunder shall not be deemed a waiver by that party as to subsequent

enforcement of rights or subsequent actions in the event of future breaches.

1.15 Third Party Software. The Product contains the Open SSL Toolkit which includes the
OpenSSL software, as set forth in Exhibit A and the Original SSLeay software, as set

forth in Exhibit B. Such third party's software is provided “As Is” and use of such software
shall be governed by the terms and conditions as set forth in Exhibit A and Exhibit B. If
the Product contains any software provided by third parties other than the software noted
in Exhibit A and Exhibit B, such third party's software are provided “As Is” and shall be

subject to the terms of the provisions and condition set forth in the agreements



contained/attached to such software. In the event such agreements are not available,
such third party's software are provided “As Is” without any warranty of any kind and this
Agreement shall apply to all such third party software providers and third party software
as if they were SafeNet and the Product respectively.

1.16 Miscellaneous. If the copy of the Product you received was accompanied by a printed or
other form of “hard-copy” End User License Agreement whose terms vary from this
Agreement, then the hard-copy End User License Agreement governs your use of the
Product. This Agreement represents the complete agreement concerning this license and
may be amended only by a writing executed by both parties. THE ACCEPTANCE OF
ANY PURCHASE ORDER PLACED BY YOU, IS EXPRESSLY MADE CONDITIONAL
ON YOUR ASSENT TO THE TERMS SET FORTH HEREIN, COMBINED WITH THE
APPLICABLE LICENSE SCOPE AND TERMS, IF ANY, SET FORTH IN YOUR
PURCHASE ORDER. If any provision of this Agreement is held to be unenforceable,
such provision shall be reformed only to the extent necessary to make it enforceable. The
failure of either party to enforce any rights granted hereunder or to take action against the
other party in the event of any breach hereunder shall not be deemed a waiver by that
party as to subsequent enforcement of rights or subsequent actions in the event of future
breaches.

© 2012 SafeNet, Inc. All rights reserved.
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Exhibit A: Open SSL License

A. Notices
[.  Copyright (c) 1998-2005 The OpenSSL Project. All rights reserved.

[l Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

[l Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials
provided with the distribution.

IV.  All advertising materials mentioning features or use of this software must display the
following acknowledgment: “This product includes software developed by the
OpenSSL Project for use in the OpenSSL Toolkit. (http://www.openssl.org/)’

V. The names “OpenSSL Toolkit” and “OpenSSL Project” must not be used to endorse
or promote products derived from this software without prior written permission. For
written permission, please contact openssl-core@openssl.org.

V1. Products derived from this software may not be called “OpenSSL” nor may
“OpenSSL” appear in their names without prior written permission of the OpenSSL
Project.

VII. Redistributions of any form whatsoever must retain the following acknowledgment;
“This product includes software developed by the OpenSSL Project for use in the
OpenSSL Toolkit (http://www.openssl.org/)”

B. DISCLAIMER OF WARRANTY

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT "AS IS" AND ANY
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR ITS
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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Exhibit B: Original SSLeay License

A. Not
l
Il.
M.
V.

VI.

VL.

VIIIL

Xl.

ices
Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com). All rights reserved.
This package is an SSL implementation written by Eric Young (eay@cryptsoft.com).
The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as the following
conditions are adhered to. The following conditions apply to all code found in this
distribution, be it the RC4, RSA, Ihash, DES, etc., code; not just the SSL code. The
SSL documentation included with this distribution is covered by the same copyright
terms except that the holder is Tim Hudson (tjh@cryptsoft.com).

Copyright remains Eric Young's, and as such any Copyright notices in the code are
not to be removed.

If this package is used in a product, Eric Young should be given attribution as the
author of the parts of the library used.

This can be in the form of a textual message at program startup or in documentation
(online or textual) provided with the package.

Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials
provided with the distribution.

All advertising materials mentioning features or use of this software must display the
following acknowledgment: “This product includes cryptographic software written by
Eric Young (eay@cryptsoft.com)”.

If you include any Windows specific code (or a derivative thereof) from the apps
directory (application code) you must include an acknowledgement: “This product
includes software written by Tim Hudson (tjh@cryptsoft.com)”’

B. DISCLAIMER OF WARRANTY.

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN
NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN
ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGE.
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Chapter 1

Sentinel HL Drive—Overview

Sentinel HL Drive is a device that combines the powerful copy-
protection and licensing capabilities of the Sentinel HL. Max key with the
convenience of a mass storage drive.

The USB-based Sentinel HL Drive is available in a variety of flash drive
sizes. Sizes are updated according to market preferences. Your SafeNet
representative will advise you on the sizes currently available.

Sentinel HL Drive includes Sentinel HL. Max key functionality and a
flash memory that can be used as a mass storage device and/or for a
CD-ROM emulator.

Before you load your applications and data on Sentinel HL Drive, you
can protect it using Sentinel LDK Envelope and Sentinel LDK Data
Encryption utility. For more information about using Sentinel LDK
Data Encryption utility, see the Sentinel LDK Software Protection and
Licensing Guide.
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Using Sentinel HL Drive Partitioning utility or Partitioning API, you
can load your Sentinel LDK-protected applications and data onto the
CD-ROM partition of a Sentinel HL Drive, and ship it to your
customers. Your customer can save files to Sentinel HL Drive, or load
additional software on it, thus utilizing the convenience of disk-on-
key functionality.

By default, the Sentinel HL Drive flash memory is fully allocated as a
mass storage device. Using the Partitioning utility or the Partitioning API,
you can create a CD-ROM emulation partition on which you can load
your software data.
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Chapter 2

Sentinel HL Drive Partitioning Utility

This chapter describes how to use the Sentinel HL Drive Partitioning
utility to partition your Sentinel HL Drives.

The Sentinel HL Drive Partitioning utility and Partitioning API enable
you to:
m  Partition the Sentinel HL Drive to create a CD-ROM emulator area

®  Specify the size of the flash memory relative to the CD-ROM
emulator

m  Load files to the CD-ROM emulator

CAUTION:

You must connect the Sentinel HL Drive to a certified PC, in which the

USB ports were evaluated as a Limited power source according to
UL60950 standard 2.5.

Running the Partitioning Utility

Partitioning can only be performed on a single Sentinel HL Drive at a
time. Before you start, connect a Sentinel HL Drive to your computer
and ensure that you have the Sentinel Run-time Environment installed.

You can specify what percentage of the available memory will be used
as a mass storage device (flash memory) and what percentage will be
for CD-ROM emulation. In addition, you can load applications and
data to the Sentinel HL Drive.
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Before you run the Partitioning utility, consider the following points:

Sentinel HL Drive Partitioning utility is supported for Windows XP
and Windows 2003. (Note however that, at run-time, the Sentinel
HL Drive can run on any platform that is supported by Sentinel
LDK.)

You can only copy folders, not individual files.

You can only copy folders from the sub-directory of a drive, not
from the root directory.

When creating a CD-ROM partition, data must be copied into the
area to prevent the operating system recognizing it as a non-
formatted CD-ROM.

When specifying the ROM volume, include a buffer to ensure that
there is room for files that may be slightly larger than their stated
size.

The contents of the INI file in which the partitioning parameters
are stored can only contain ASCII characters (saved as ANSI
encoding).

To partition a Sentinel HL Drive:
Connect a Sentinel HL Drive to your computer.

From your program file directory, select:

...\Program Files\SafeNet Sentinel\Sentinel LDK\Vendor Tools\Utilities\Drive
Partition\HHLD Partition.exe

(For Windows x64, select \Program Files (x86)\...)

The application opens.
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&% Sentinel HL Drive Partitioning Utility

Bile Action Help

]

i~ Connected Sentinel HL drive information

Flazh Serial Number: 077B1A3DB04E
Total Flash Memory Size:  3936.0 MB
ROM: None

tazz Storage:

F:\ [3936.0 MB]

r— Partition Details

Selected ROM Size:

ID tB

I ROM 0.0 ME
B tass Storage 3936.0 MB

Copy Filez from Folder:

|

|
Configuration File: I

Bun Partition |

The window is divided into two sections:

¢

Information about the connected Sentinel HL Drive.
This area of the window provides the following information:
® Serial number of the Sentinel HL Drive

Total volume of the flash memory
¢ Total volume of ROM

¢ Total volume of mass storage memory

Information about how the flash memory is partitioned.
This area of the window enables you to specify the following

partitioning parameters:
¢ Size of ROM

¢ Name and location of files that are to be copied to the ROM.
This field is only enabled when you have specified a ROM

size.

Note: You cannot copy data from a CD or DVD.

¢ Name and location of configuration file.
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Sentinel HL Drive Partitioning Utility

Specify the required partition parameters. The pie chart in the
window graphically displays the proportion of ROM to mass
memory that will be allocated according to your specifications.

Click Browse to navigate to and select the folder that contains the
files that are to be copied to the ROM, if required.

If you want to utilize the auto-run function, you must place an
auto-run file in the root of the selected folder.

Click Run Partition.

A message is displayed, warning you that all data on the
connected Sentinel HL Drive will be erased.

Click OK to proceed. You are prompted to wait while the
partitioning is performed.

Alternatively, click Cancel to quit the partitioning process.

When prompted, at the end of the partitioning process, disconnect
and reconnect the Sentinel HL Drive. A message is displayed to
indicate that the partitioning has been completed successfully.

Click OK. The application window displays updated information
about the partitioned Sentinel HL Drive.

You can save the partitioning parameters that you specify in an INI
file for future use.

To save the partitioning specifications:
In the Sentinel HL Drive Partitioning Utility window, select File >

Save As.

Name your file and click Save. The saved file and path is displayed
in the Configuration File field of the main application window.

You can open a saved file by selecting File > Open in the Sentinel HL
Drive Partitioning Utility window.
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Chapter 3

Using the Sentinel HL Drive Partitioning
API

This chapter describes the structure and functions provided in the
Sentinel HL Drive Partitioning API, and how to use them to partition
your Sentinel HL Drives.

hasp_drv_Drivelnfo Structure

Contains information about the Sentinel HL. Drive.

tpedef struct hasp drv_DrivelInfo
{
DWORD dwSize;
BYTE  bhasp drv_MassStorageDrivelLetter;
BYTE bhasp drv_ RomDriveLetter;
DWORD dwMassStoragePartitionSize;
DWORD dwRomPartitionSize;
BYTE bSerialNum[12+1];
BYTE bVendorName [24+1];
BYTE bProductName [24+1];
BYTE bMassStorageProductInfo[l6+1];
BYTE bRomProductInfo[l6+1];
BYTE bFWVersion[5+1];
} hasp drvDrivelInfo
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Members
dwSize Size of the structure
bhasp_drv_ Drive letter of the mass storage partition
MassStorageDriveLetter
bhasp_drv_ Drive letter of the ROM partition
RomDriveLetter
dwMassStorage Size of the mass storage partition (sector 512 bytes)
PartitionSize
dwRomPartitionSize Size of the ROM partition (sector 512 bytes)
bSerialNum[12+1] Serial number (between 6 and 12 characters)
bVendorName[24+1] USB vendor string

bProductName[24+1] USB product string

bMassStorageProduct Inquiry product
Info[16+1]

bRomProductinfo[16+1]  Inquiry product
bFWVersion[5+1] Firmware version of the flash controller (e.g."01.00”)
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hasp_drv_GetDLLVersionNum()

Description

This function returns the version number of the DLL.

Syntax

CDFSDLL API DWORD GetDLLVersionNum ()

Parameters

There are no input parameters for this function.

Return Values

This function returns the DLL version number. For example: 0x1001
represents version 1.0.0.1
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hasp_drv_EnumbDrives|)

Description

This function retrieves partition information.
Syntax

CDFSDLL_API hasp drv_EnumDrives (
hasp drvDriveInfo *pDriveInfolist,
DWORD *pdwlListSize,
DWORD dwFlags,
)7

Parameters

pDriveInfolist Input/output parameter.
When the parameter is Input, itis called with Nu11 in order to
retrieve the pdwListSize.
When the parameter is Output, it retrieves the list of partition
information.

pdwlListSize Count of allocated partition information, or the actual number
of the list member

dwFlags Reserved for future use

Return Values

0 Request was successfully completed
0x101 Unable to find Sentinel HL Drive
0x102 Unable to retrieve partition information (string, firmware

version, etc.)
0x103 Unable to retrieve capacity
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hasp_drv_SetROMPartitions()

Description

This function specifies the ROM partition for the Sentinel HL Drive.

bhasp drv RomDriveLetter,
bmassStorageDrive,
dwROMSize,

Syntax
CDFSDLL API hasp drv_SetROMPartitions (
BYTE
BYTE
DWORD
DWORD

Parameters

bhasp drv_ RomDrivelLetter

bMassStorageDrive

dwROMSize

dwFlags

Return Values

dwFlags,
)7

Drive letter of ROM partition to which data will
be written

Drive letter of mass storage partition to which
data will be written

Size of the ROM partition in megabytes. When
the value is 0, the ROM partition is deleted.

Reserved for future use

0 Request was successfully completed

0x201 Input parameter error

0x202 Unable to retrieve partition information

0x203 Unable to retrieve flash memory size

0x204 Size of ROM incorrectly specified (Minimum CD-ROM or
removable drive size is 1 MB)

0x205 Unable to retrieve partition size

0x206 Erase data error: input ROM size error (Minimum CD-ROM or

removable drive size is 1 MB)
0x207 Erase data error: ROM partition specification error
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hasp_drv_WriteROMData()

Description

This function writes the content of the specified folder to the ROM
partition.

Syntax

CDFSDLL API hasp drv WriteROMData (
BYTE ©bhasp drvDriveletter,
WCHAR *strRomSource,
WCHAR *strRomLabel,
DWORD dwFlags,
) 7

Parameters
bhasp drvDrivelLetter Drive letter of ROM partition to which content will be
written
strRomSource Path to the folder containing the data to be written to
the ROM partition
strRomLabel Label of the ROM partition. If 0, no label is
assigned.
dwFlags Reserved for future use
Return Values
0 Request was successfully completed
0x501 Input drive error
0x502 Input parameter error (e.g. Directory path error)
0x503 Unable to create volume descriptor
0x504 Unable to create path table
0x505 Buffer overflow
0x506 Unable to create Directory record

0x507 Unable to update table data to Sentinel HL Drive



0x508
0x50F
0x510
0x5F1
0x5F2

Usage Note
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Unable to update file data to Sentinel HL Drive
Over driver size

Unable to retrieve partition size

CD-ROM image error

CD-ROM image already on CD-ROM partition

If the ROM partition drive path (for example, G:\) does not have an
associated folder, it will not be recognized as a formatted CD-ROM.
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hasp_drv_ComputeROMSize()

Description

This function calculates the size of the directory content.

Syntax

CDFSDLL API hasp drv_ComputeROMSize (
BYTE ©bhasp drvDriveletter,
WCHAR *strRomSource,
DWORD *pdwCalculateRomSize,
)7

Parameters

bhasp drvDrivelLetter Letter of ROM partition to which content will be written

strRomSource Path to the folder containing the data to be written to

the ROM partition

pdwCalculateRomSize Size of the directory content (Unit: 512 bytes)
Return Values

0 Request was successfully completed

0x601 Input drive error

0x602 Input parameter error (e.g. Directory path error)

0x603 Unable to create volume descriptor

0x604 Unable to create path table

0x605 Buffer overflow

0x606 Unable to create Directory record

0x610 Unable to retrieve size of Sentinel HL Drive

Usage Note

If the ROM partition drive path (for example, G:\) does not have an
associated folder, it will not be recognized as a formatted CD-ROM.
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hasp_drv_SetSerial()

Description

This function defines a serial number.
Syntax

CDFSDLL API hasp drv_SetSerial (
BYTE DbDrive,
BYTE *bSerialNum[1l2],
DWORD dwFlags
) 7

Parameters
bDrive Letter of mass storage partition to which content will be
written
bSerialNum Serial number of mass storage partition (max. 12 bytes)
dwFlags Reserved for future use
Return Values
0 Request was successfully completed
0x401 Unable to retrieve info

0x402 Unable to update serial number
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Chapter 4

Troubleshooting

This chapter describes problems you may encounter when using your
Sentinel HL Drives and their solutions.

Data on a Sentinel HL Drive plays as soon as the Sentinel HL Drive is
connected

This behavior is the result of the auto-run feature starting when a
Sentinel HL Drive is connected to a computer. This behavior does not
occur during initialization, but can be disruptive when multiple
initializations are being performed.

Workaround:
The auto-run feature can be temporarily disabled. For instructions on
disabling the auto-run feature, go to:

http://msdn.microsoft.com/en-
us/library/windows/desktop/cc144204(v=vs.85).aspx

New drive, or mapped network drive, unavailable in Windows Explorer

In Windows XP, connection of a Sentinel HL. Drive can cause a
collision with existing mapped network drives. Microsoft
acknowledges that this a problem in the Microsoft products.

Workaround:
The workaround provided by Microsoft is available at:

http://support.microsoft.com/?id=297694


http://support.microsoft.com/?id=297694
http://msdn.microsoft.com/en-us/library/windows/desktop/cc144204(v=vs.85).aspx
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